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CCPS’s SAFETY MANAGEMENT SYSTEM

20 Safety Management System Elements



IChemE FUNCTIONAL AND PROCESS SAFETY MANAGEMENT SYSTEM





IChemE (2022) Learning from Major Incidents



IChemE (2022) Learning from Major Incidents



ROGERS 
OUTAGE 

2015



ROGERS 
OUTAGE 

2022





Quantitative 
Frequency 
Analysis

14

Detailed Cause and Effect Model:

Type Type Type Type Categories

Weaknesses in System Elements P S C

Injury / Illness Body Motion: Substandard Work Practices Engineering & Design Factors:
1)       Management Leadership, Commitment 

and Accountability.

First Aid Struck against
Use of Protective Defenses

(assumes in place)
inadequate technical design

2)       Risk Assessment and Management of 

Risks.

Medical Treatment Struck by
Use of Tools or Equipment

(good equipment available)
inadequate ergonomic design

3)       Community Awareness and Emergency 

Preparedness.

Lost Time Fall to lower level
Following Procedures General:

(assumes sound & exist) 
inadequate assessment of loss exposures 4)       Management of Change.

Fatality Fall on same level
Following Procedures Specific:

(assumes sound & exist)

inadequate standards, specifications and/or design 

criteria

5)       Incident Reporting, Investigation, Analysis 

and Actions.

Caught in
Inattention / Lack of Awareness 

(not focused)
inadequate monitoring of construction

6)       Program Evaluation and Continuous 

Improvement. 

Environment Caught on inadequate assessment of operational readiness 7)       Design, Construction and Start-up.

spill / release <25 kg, no adverse 

impact
Caught between Substandard Conditions inadequate monitoring of initial operation 8)       Operations and Maintenance.

spill / release >25 kg, no adverse 

impact
Overexertion Hardware

inadequate evaluation and/or documentation of 

change
9)       Employee Competency and Training.

spill / release >25 kg, adverse 

impact
Overstress Condition of Safeguards Job Factors: 10)   Contractor Competency and Integration.

regulatory exceedance Process Exposure Inadequate maintenance 
11)   Operations and Facilities Information and 

Documentation.

off-plant adverse impact Contact with: Workspace Hazards Inadequate job procedures

Environmental Heat Error-inducing conditions

Assets Environmental Cold Organizational factors

Minor <$5,000 Hot surface Incompatible goals

Serious $5,000-$50,000 Cold surface Inadequate training

Major $50,000-$500,000 Fire Inadequate communication

Catastrophic >$500,000 Electricity

Chemical - corrosive Personal Factors:

Business Interuption * Chemical - toxic
Inadequate physical / physiological state / capability 

to do the work.

Minor <$5,000 Noise
Perceived inadequate mental / psychological state / 

capability to do the work.
Categories of Latent Causes:

Serious $5,000-$50,000 Pressure Physical or physiological stress. P = inadequate program

Major $50,000-$500,000 Radiation Perceived mental or psychological stress. S = inadequate standards

Catastrophic >$500,000 Improper risk taking / improper motivation C = inadequate compliance

* measured as conversion cost of lost 

production plus any wasted / lost 

materials
Lack of knowledge / lack of skill.

This model is based on a model developed by Bird Jr., F.E. and Germain, G.L. (1992). Practical Loss Control Leadership. Loss Control Management. Det Norske Veritas Inc. 

Adapted by ESRM Program at The U of Alberta, including the APEGA Model for Management System Elements.

Latent CausesLosses Incident Immediate Causes Basic Causes

Cause-effect model to latency (weaknesses in management system elements)



1) Management Leadership, Commitment and Accountability.

2) Risk Assessment and Management of Risks.

3) Community Awareness and Emergency Preparedness.

4) Management of Change.

5) Incident Reporting, Investigation, Analysis and Actions.

6) Program Evaluation and Continuous Improvement. 

7) Design, Construction and Start-up.

8) Operations and Maintenance.

9) Employee Competency and Training.

10) Contractor Competency and Integration.

11) Operations and Facilities Information and Documentation.

RISK MANAGEMENT SYSTEM ELEMENTS (APEGA)
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The July 8, 2022 Rogers network outage was caused by a routing error during a system upgrade 

when Rogers staff inadvertently removed an Access Control List (ACL) policy filter from distribution 

routers. This missing ACL allowed a flood of IP routing data to crash the core network.

This critical network failure, which impacted roughly 12 million customers:

The Root Cause: Removing the ACL filter caused routing information to flood the core network 

routers. This triggered a massive system crash within minutes.

Flawed Risk Assessment: The configuration change was the sixth phase of a seven-phase 

network upgrade. Because earlier phases went smoothly, Rogers' algorithm downgraded the 

change to "Low risk," bypassing crucial laboratory testing and higher levels of approval.

Outage Impact: The combined wireless and wireline networks shared this common IP core. This 

resulted in a near-total blackout of internet, wireless, and 911 services, and completely disabled the 

Interac payment network across Canada.

Delayed Recovery: Incident management was hampered because staff lost access to error logs 

and lacked backup communication channels (Rogers staff even had to send SIM cards from rival 

network operators to communicate). Following the subsequent investigations by the Canadian 

Radio-television and Telecommunications Commission (CRTC), Rogers was ordered to implement 

router overload protection, separate data networks from network management layers, and use 

third-party backup systems. 
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Use Bowties to examine causes for loss of control, 
outcomes, preventions, and recovery/mitigations



Bowties show 
that safety is 
the presence 
of layers of 
controls, so 
we are more 
likely to fail 
safely than 
fail lucky
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In sum:

• Process safety techniques – root cause analysis, risk management element failures, bowties 

are supremely helpful for examining non-chemical/process safety incidents

• Linking root causes to failures in risk management elements generates very specific 

recommendations for improvements

• Tying these to RACI supports organizational learning and change

• Bowties also demonstrate that a “layers of protection” approach ensures organizational fail 

safely and not ‘fail lucky’ or, worse, unlucky

• We teach this to 1000+ engineering undergraduates/year



Lianne M. Lefsrud, PhD, PEng, lefsrud@ualberta.ca
Risk, Innovation, and Sustainability Chair (RISC)

Professor, Engineering Safety and Risk Management

E: lefsrud@ualberta.ca, W: liannelefsrud.com

Thank you! 

“Using Key Risk 

Indicators”

“What is the Value of 

Risk Management”

“Why is the Value of Risk 

Management so Difficult 

to Measure?”

“Bowtie Primer”

mailto:Lefsrud@ualberta.ca
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