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Today’s TED talk (“ideas worth sharing”)

= What is a risk matrix ?

 Why we need a risk matrix?

= What are some of the issues with a risk matrix ?

= Risk Matrix for Canada
= aproposed approach for consideration

[Assumption: audience knows what PHA, risk assessment and
risk criteria are and how they work for hazardous chemicals.]
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What is a risk matrix ?
* Risk ranking system

= Order of magnitude risk differentiation
» Based on consequence categories and frequency ranges
= Evaluates risk for single hazardous scenario sequences

= Scenario Risk = f (Scenario Consequence, Scenario Frequency)
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Why do we need a risk matrix ?

= Like other forms of risk
criteria, a risk matrix Is a
risk evaluation tool

= Most process safety
matrices follow the ALARP
Principle

* Helps decide whether risk
reduction is required
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Current state of affairs in process safety risk

assessment

Risk assessment method

PHA

QRA

Risk analysis

Single scenario

All scenarios (“Total Risk”)

Risk evaluation (risk criteria) Risk matrix Individual risk (IR)
Societal risk — FN Curve (SR)
MIACC (IR / SR combo)
??7?7? Based on comparison with every

How are the criteria developed?

day accident risks in society

Who develops the criteria ?

At the company level

At the company level +
By some regulators +
CSA standards

Examples of risk criteria
development in Canada beyond
the company

None 7?77

BC-IR/SR

Ontario — MIACC / IR

CSA Z276 (LNG) - IR/ SR
€SAZ662 AnnexB—=1R/SR—




Why do we need risk criteria ?

= We want to know if analyzed risk is tolerable
isk Limi
= We want assurance that risk remains S

tolerable during the life cycle of the hazard

= Risk criteria help decide on the need for risk
reduction

Risk Target




Issues with the Risk Matrix — Issue # 1:

Structural flaws Consequence
1 10 100

= B risk ~ 4 times A risk 1E-01
= This flaw is not solvable, unless

we abandon the single scenario
risk matrix approach
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Issues with the Risk Matrix — Issue # 2:
Single scenario risk vs. Total Risk

= For total risk, risk criteria have a basis — comparison to
everyday risks that people generally accept

= Risk matrices.....established:
= Intuitively ??7?
= Some have weak linkage to IR/ SR

* People generally want to know what the total risk is and if it is
being well managed




Issues with the Risk Matrix — Issue # 3:
Risk matrix consistency & risk appetite

Eve[}/ company has a different risk matrix ......
why”

When it comes to process safet%/ — risk to people
and environment, shouldn’t all the company risk
matrices be the same?

It's a question of risk appetite — ISO 31000 term
Risk criteria should be based on risk appetite

But who should set the risk appetite for the public,
workers, environment ?

= Society....... aka regulators?
= Company executives?
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Issues with the Risk Matrix — Issue # 4:
Risk matrix consistency

1073

= There is no consistency company-to-company

10+

= |f we decide on a Societal Risk FN curve, then we can
anchor the risk matrix to it

10°

10°°

)
Broadly '&’@,
Tolerable “ .
Region .,

Annual frequency of N or more fatalities

= There are two problems that need solving......

107

1. How many single scenarios is a person exposed to? ! 0 a0 o0

Number of fatalities (N)

2. Since an FN curve is based on fatality risk, how do you
account for (i) injury risk, and (ii) environmental risk ?

-

Monetary equivalence ;




Issues with the Risk Matrix —Issue # 5. [1]
Risk matrix consequence categories don’t make sense

= Example below: anonymous source:
= 1000 fatalities same severity as national media attention
= 1 fatality same severity as $100,000 in property damage

Table 1. Example of severity levels for various consequence types.
Business
Severity Level Safety Environmental Property Damage Interruption Public Relations
1 — None/ None None None None None
Insignificant

2 —Low 1 fatality Localized cleanup Minor (< $100,000) < 1 day Queries to plant only
only

3 — Medium < 10 fatalities Exceed permit Moderate (< $1MM) < 10 days Complaints from
conditions neighbors

4 — High < 100 fatalities Observable effects Major (< $10MM) < 30 days Local media attention
on flora and fauna

5 — Very high < 1,000 fatalities  Remediation Extensive (< $100MM) < 00 days National media attention
required




Issues with the Risk Matrix — Issue # 5:

2]

Risk matrix consequence categories don’t make sense

= Environmental categories have no quantitative meaning

= Bottom: only goes up to a single fatality

= Right: Number of fatalities proportional to population in

jurisdiction:

= If a facility is in Toronto, then catastrophic fatalities = 300

= If a facility is in Red Deer, then catastrophic fatalities = 10

48
Major

Potential for
multiple moderate
injuries or ilinesses
or a single life-
threatening injury or
irreversible illness.

Potential for multiple
moderate injuries or iliness
or a single major injury
requiring a physicians care.
Toxic gas impacting (civilian
evacuation) up to 10,000
people or explosives
impacting up to 1,000
people.

Potential environmental
impact resulting in damage
to sensitive environmental
receptors or a minor
unconfined release and
significant mitigation
response actions.

PP —

58
Catas-
trophic

Potential for
multiple life-
threatening injuries.

Potential for multiple major
injuries or illnesses or a
single life-threatening inju
Toxic gas impacting more
than 10,000 people or
explosives impacting more
than 1,000 people.

Potential for a major
environmental incident
requiring significant
cleanup, remediation, or off-
site response or a very
large unconfined release.

P

Major

Catastrophic

» Multiple loss of life
(mortality in the order of
0.001% of the
Junisdictional population).

= Health system operating
at maximum capacity,
under severe pressure.

= |solated cases of
displacement of people
far periods in the order of
aday.

= Jurisdictional personal
support system operating
at maximum capacity.

* Normal health care and
living standards difficult to
maintain.

» Severe impairment or
loss of ecosystem
functions affecting
ONE OF MOre Species
or regional
landscapes.

» Progressive
environmental
damage.

= Extensive recovery
effort required.

= Serious long term
impairment or loss of
ecosystem
function(s) up to five
years.

= Widespread multiple loss
of life (mortality in the
order of 0.01% of the
Junisdictional population).

» Health system over-

stressed.

displaced people for
periods of days or more.

= Aid sourced from outside
the jurisdiction, people
leave the jurisdiction to
seek help.

= Normal health care and
living standards
abandoned.

+ Permanent loss of
ecosystem in its pre-
existing form.

»'Widespread severe
impairment or loss of
ecosystem
function(s) across
many species and
multiple or large

regional landscapes.

s |rrecoverable
environmental

U ELASYLIE
recovery over more
than five years.



Issues with the Risk Matrix — Issue # 6:
Risk matrix frequency categories don’t make sense

= IR/ SR risk targets are in the 1-in-a-million/year range

[1]

= People can’t think in terms of 1-in-a-million, so higher frequencies used

= Math needs to be done in the PHA team meeting

Likelihood or Frequency

Severity of Consequence

1S 28 38
Negligible Low Medium
5L Probable D B B
4L High

1L Remote

Extremely

oL Unlikely

Medium |

Number of Life Threatening Injuries

Liklihood or Frequency

Likelihood Rating Criteria (Table 4)

1

Likelihood
category
Very Rare
Rare

Unlikely

Possible ! Likely

Almost Certain

Estimated average
recurrence interval

=1,000 years

101 — 1,000 years

11 - 100 years

1-10 years

Maore than once a year

Description

Mo recorded events or any indicative evidence
Mo recent events in comparable jurisdictions
Minuscule opportunity, reason or means fo ocour

Few recorded events or little indicative evidence
Some similar events in comparakle jurisdictions
Little opportunity, reason or means to occur
Some recorded events

Some events in comparable jurisdictions
Some opportunity, reason, or means to occur

Many recorded events
Some events in comparable jurisdictions
Great opportunity, reason, or means to occur

Expected to occur in most circumstances; with strong
anecdotal evidence and history of recorded incidents




Development of a good risk matrix

Needs:

= Relatable — to common risks people understand
= Scaling — within a consequence category

= Equality — across consequence categories

= Consistent — two equivalent plants in a jurisdiction impacting the public or
workers should have the same risk criteria, no matter who owns them

= Can do all of the above on a monetary basis and anchoring everything to
the FN curve




Building the matrix ..... How?

Consequence Categories:

Safety Environmental | Economic
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Frequency Categories:

Frequency Range

Very remote

Expected

Risk Ranking as per ALARP: Anchor to Societal Risk FN Curve




Building the matrix ..... Consequences

Safety

Environmental

Economic

> 1000 fatalities

100 — 1000 fatalities

10 — 100 fatalities

1 — 10 fatalities

1

1072
1073
E Linacceptable rizsks
&
& 1074
=
g
B 05
8
i ALARP
I " Risk reduction
&z 10 strategies should
5 be evaluated
=
g 10~7
3
= Tolerable risks
=
o \
107®

10 100
Mumber of fatalities (M)

1,000 10,000 ]




Monetary Equivalence

» Based on the UK HSE's approach for Cost — Benefit Analysis

Conseguence UK Pounds (2003) | Can $ (2003) |Can $(2021)| Round Up
Fatality £1,337,000 $3,075,100 $4,347,000 $10,000,000
Permanent
Incapacitating Injury £207,000 $476,100 $673,000f $1,000,000
Serious Injury £20,500 $47,150 $67,000 $100,000
Slight Injury £300 $690 $1,000 $1,000




Building the matrix ..... Consequences

Safety

Environmental

Economic

> 1000 fatalities

> $10 Billion

100 — 1000 fatalities
> 1000 PII

$ 1 Billion - $10 Billion

10 — 100 fatalities
100 — 1000 PII
> 1000 serious injuries

$ 100 Million - $1 Billion

1 — 10 fatalities
10 — 100 PII
100- 1000 serious injuries

$ 10 Million - $100 Million

1-10 Pl
10 - 100 serious injuries
> 1000 slight injuries

$ 1 Million - $10 Million

1 — 10 serious injuries
100 - 1000 slight injuries

100 $ Thousand - $1 Million

10 - 100 slight injuries

10 $ Thousand - $100 Thousand

Pll =
Permanent
Incapacitating
Injury




Environmental Conseqguences

e Severe iImpairment or
loss of ecosystem

= Most difficult to sort out functions affecting
] ] ] one or more specles
= How do you establish costing equivalence across the range or regional
of hazardous chemicals that can impact the environment landscapes.
- E.g., how many birds = a human life? 'E;Z?;?:ﬁtal
damage.

= Consistency needs a guantitative (cost) basis Extens
* Cxiensive recovery

effort required.

= We currently can attach a cost to: |
« Serious long term

= COZ2 and methane emissions to air (GHG) impairment or loss of
_ ecosystem
= Crude oil ~ $9,200 / barrel 111 ....round up to ~ $10,000 / barrel function(s) up to five
= This is a cumulative cost years.

[1] Calculated from data in the Trans Mountain Expansion Project, Volume 7 — Risk

Assessment and Management of Pipeline and Facility Spills, Appendix G — Potential Cleanup
and Damage Costs of a Hypothetical Oil Spill. Table B.1. Calculation is unverified




Building the matrix ..... Consequences

Safety

Environment

Economic

BP Gulf of Mexico
Bhopal

> 1000 fatalities

Oil spill > 1,000,000 bbl

> $10 Billion

Halifax Port Explosion (1917)

100 — 1000 fatalities
> 1000 PII

Oil spill ~ 100,000 to
1,000,000 bbl

$ 1 Billion - $10 Billion

BP Texas City
Enbridge Marshall Pipeline
Mexico City (LPG)

10 — 100 fatalities
100 — 1000 PII
> 1000 serious injuries

Oil spill ~ 10,000 to
100,000 bbl

$ 100 Million - $1
Billion

Lac Megantic, Quebec
Cameco Cigar Lake Mine, Sask

J

1 — 10 fatalities

Oil spill ~ 1,000 to 10,000

$ 10 Million - $100

H Sunrise Propane, Toronto

10 — 100 Pl bbl Million

100- 1000 serious injuries

1-10 PIl Oil spill ~ 100 to 1000 bbl | $ 1 Million - $10
10- 100 serious injuries Million

> 1000 slight injuries

Environment includes oil only

1 — 10 serious injuries
100 - 1000 slight injuries

Oil spill ~ 10 to 100 bbl

100 $ Thousand - $1
Million

as an example; can add GHG’s
and toxics

10 - 100 slight injuries

Oil spill ~ 1 to 10 bbl

10 $ Thousand - $100
Thousand




Environmental Consequences - Summary

= For process safety we only need three consequence categories

= H&S, Environment and Economic ($)

= Consequences that is not people or environment are really about money and there is no
need to split them

= On top of that process engineers or operators are not experienced in areas like public
perception / public relations / regulatory impacts

= Scaling is by an order of magnitude.... A common practice
= Everything is anchored to fatalities ...this is the key

= Monetary equivalency is the defining method




Building the matrix ..... Frequency Categories

= Frequency ranges simply align
with the FN Curve

= Risk Matrix will be a 7 X 7 matrix

Frequency Categories:

Frequency Range (yr?)

. Never expected to occur

< 1x10°7

. Highly remote

1x107 A 1x10°

. Remote

1x10°% A 1x10°

. Intermediate

1x10° A 1x10*

N(oolslw|(N|e

. Highly unlikely 1x104 A 1x103
. Unlikely 1x103 A 1x107
Possible > 1x102




Process Safety Risk Matrix for Canada

10~2
Frequency Risk Limit for
1-10 fatalities
1 10-3
§ l Unacceptable risks ]
8
7 g 104
P D-100 fatalitie
6 g 105
Q) =
(&] 3] ALARP '
c 5 o - Risk reduction
S 10 strategies should
) g be evaluated
(@
% 4 = 10™ 0 fa -. : : -
g 3 é Tolerable risks 0-100 .- 3 e
S < 108 \ l‘
2
1079 \
1 1 10 100 1,000 10,000
Number of fatalities (N)

= Recall.... We need to account for the number of scenarios people exposed to
= Accomplished by taking the lower end of the frequency range on the FN curve




Executing a PHA ... Need to do the math

= |In the PHA team meeting, need to quantitatively account for controls and
modifiers in estimate of frequency

= Not everybody does PHAS this way

Node:
Description:
Cause / Existing Controls and Operational Risk Ranking Residual Risk Ranking |Comment
Input . Consequence Category o Recommendations
Failure Mode Modifiers C L RR C L RR
) H&S 1. ESD system, not SIL 4 4 M Consider installing 4 2 L
High downstream : -
rated (credit = 1) certified SIL-2 ESD
BPCS failure pressure above MAWP; 2. Ignition P= 0.1, applies system (credit = 2)
High rupture & ignition, flash  |[ENV g — Y5 app 2 6 M y " 2 4 L
. to H&S, ECO Improve reliability
Pressure fire or VCE, rural area: 2- . . _ .
L=7 . 3. Time-at-risk within of BPCS (Credit =1)
l0fatalities expected, 600 affected area: P=0.1 Applies to all
customers affected. ECO o 3 5 M P . 3 3 L
affects H&S, only. categories




