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Safety by Design is a systematic process that seeks to:
- Understand safety requirements and legislation, and define project specific safety
goals based on these requirements and legislation
- Identify hazards, i.e. substances and conditions that could cause harm to human life,
the environment or have financial impact
- If possible, eliminate these hazards or at least minimize the potential impact
- Mitigate hazards, if the hazards cannot be eliminated. This means that the “risk”
associated with these residual hazards is minimized, preferably by the use of
engineered safety systems
- Document the above process, and demonstrate a safe design to the stake holders
The Technical Safety engineering discipline is “custodian” of the above process, but
this does not mean that they are fully responsible for its implementation.
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The first step of the Safety by Design process is to define safety goals relevant to the
project. These goals will provide focus during the Safety by Design process.
In order to define safety goals it will be necessary to consider regulatory
requirements applicable to the project. In addition, specific goals and requirements
may have been specified by the client. This could include criteria related to the design
or risk acceptance.
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Once the safety goals have been established, the second step of the Safety by Design
process is to understand what could go wrong in the facility, or during an activity, and
could cause harm. In this context it is important to recognize that hazards could occur
during the different life cycle stages, and that these hazards could be different in
terms of their nature and significance.
This step is very important, because if you do not know what can go wrong, you
cannot design for it. In other words, we can only design for “known hazards”, so
making sure that we capture these before we embark on any more detailed
engineering activities is essential.
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The third step of the Safety by Design process is implementing inherent safety.
The intent of Inherently Safer Design (or ISD, in short) is to eliminate a hazard
completely or reduce its magnitude sufficiently to eliminate the need for elaborate
safety systems (“engineered controls”) and procedures (“administrative controls”).
Furthermore, this hazard elimination or reduction would be accomplished by means
that were inherent in the process and thus permanent and inseparable from it.
The implementation of inherent safety is achieved by adopting a strategy based on
the following ISD principles:
- Eliminate
- Minimize
- Substitute
- Moderate
- Simplify
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The fourth step of the Safety by Design process is managing residual risk. In this
context, “risk” is defined as a measure of the significance of a hazard, assessed as the
combination of the likelihood of the hazardous event and the consequences of its
outcomes. The outcomes may be adverse impacts on people, environment, property,
reputation or business.
“Residual risk” is defined as the risk associated with potential hazards, remaining
after inherently safer design has been considered.
The residual risk is mitigated and managed to a level that is acceptable to internal and
external stakeholders. Sometimes there are quantitative risk criteria used to assess
acceptability. This risk is managed by introducing “controls”, which preferably are
engineered and focused on prevention rather than mitigation (this is further
discussed in following slides).
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There are two types of hierarchy of controls: controls can be arranged according to type of control or based on sequence.
“Type of control”: Engineered and administrative type of controls can be distinguished, defined as follows:
1.
2.
3.

Passively engineered: reduce the consequence or likelihood of an incident arising from a hazard through devices which do
not require detection of an incident or action by any person or device.
Actively engineered: reduce the consequence or likelihood of an incident arising from a hazard by detection of an incipient
incident and activation of devices which interrupt the sequence of events resulting in the incident or mitigate the
consequences of the incident.
Administrative: reduce the consequence or likelihood of an incident arising from a hazard by detection of an incipient
incident followed by implementation of procedures or human activated devices to interrupt the sequence of events
resulting in the incident or mitigate the consequences of an incident.

Engineered type of controls should be preferred above administrative controls because of their availability and effectiveness, as
the former will require no or less human intervention in order to be active. In addition, if engineered controls are considered,
passive engineered controls are preferential as these require no or less human intervention to operate or maintain compared to
active engineered controls.
There are two types of hierarchy of controls: controls can be arranged according to type of control or based on sequence.
“Sequence of control”: controls or safeguards are generally more effective and therefore are more likely to be “reasonably
practicable” if they prevent a hazardous event occurring rather than be reactive, i.e. act on the consequences. Although the
degree of risk reduction for a given control/safeguard depends on specific circumstances, the hierarchy of preference used for
adopting controls/safeguards is as follows:
1.
2.
3.
4.

Prevention:
Minimise likelihood of a hazard materialising
Control:
Limit severity of hazard before effects take place
Mitigation:
Limit impact and prevent escalation
Emergency Response:
Evacuate and recover personnel

The preferential hierarchies of type and sequence can be combined in this slide to show most preferred and least
preferred type of controls.

The fifth and last step of the Safety by Design process is consolidate and
communicate. The purpose of this phase is threefold:
1. To consolidate the findings of the Safety by Design process.
2. To communicate these findings to internal and external stakeholders. Findings
could involve the final outcome of the process as well as the results of specific
activities undertaken as part of the process.
3. To demonstrate that the process has been completed as intended, and that the
goals that were identified at the outset of the project have been met.
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There are different types of hazards, which can all be addressed as part of design:
Major accident hazards
i.
An “uncontrolled occurrence” in the operation of a site which can lead to severe or
catastrophic consequences to people, assets, the environment and/or company reputation
ii. There will generally be a high potential for escalation
iii. Legal definition of a major accident found in some countries
The definition of major accident specifically excludes “occupational accidents”, which could also have severe or catastrophic consequences. However
unlike a major accident hazard, an occupational hazard does not have the potential for the loss of control and escalation that could lead to further
major consequences. There are two types of occupational hazards; those affecting safety and those affecting health:

Occupational health hazards
i.
Hazards to workers health from chemicals, and physical conditions
ii. Typically leading to cancers, accidents, musculoskeletal diseases, respiratory diseases,
hearing loss, circulatory diseases, stress related disorders and communicable diseases and
others
Occupational safety hazards
i.
Hazards to workers from slips, trips and cuts, falls, crushing, drowning and electrocution etc.
Environmental hazards
i.
Elements of an organisation’s activities, products or services that can interact with the
environment and can have potential adverse effect
ii. Hazards could be accidental (e.g. as result of loss of containment) or planned (e.g. produced
discharges to sea, or discharges to air through vents and exhausts)
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The principles of Safety by Design can be applied throughout the lifecycle of a project design.
As is illustrated in the figure, the most effective risk management strategy is to concentrate the inherent
safety efforts early in the project, in particular during the investigate phases and early development
phases (front-end engineering). At this stage the location and layout of the facility, the type of facility,
system or equipment, as well as the technology or method used can still be influenced. Also, it is
conceivable that the process design, plant operating conditions, quantities of hazardous materials and
modus operandi can be challenged.
As the development phases progress, the focus of the project will shift to managing the residual risk
associated with hazards. In this context “residual risk” is defined as the risk associated with potential
hazards, remaining after inherently safer design has been considered. Managing residual risk is the next
step of the Safety by Design Process (see next slides). These hazards could materialise during later
development phases (e.g. construction, fabrication or testing) or during in-life operational phases (e.g.
operations, upgrade, decommissioning). This strategy will result in adopting controls that will manage the
risk to a level that is acceptable. Managing the residual risk will often require administrative controls in
addition to the engineered controls. These administrative controls (e.g. operational and maintenance
procedures) ensure that the engineered controls (in particular the active engineered safeguards) are and
remain effective.
It should be noted that there are still opportunities to apply inherently safer design principles at later
design stages. Some examples include:
• Specifying packaged equipment to withstand most severe process conditions possible.
• Arranging equipment to minimise human error.
• Designing equipment to fail safe.
• Placing safety critical equipment such that it will not be affected by a major event.

Video http://www.youtube.com/watch?v=_2UnKLm2Eag
Start at 0:55
Pause at 5:40
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