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�� Purpose & ScopePurpose & Scope

�� Elements & ProcessElements & Process

�� Chemical Security Assessment Tools (CSAT)Chemical Security Assessment Tools (CSAT)
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Purpose & Scope:Purpose & Scope:

AuthorityAuthority

FY07 DHS Appropriations Section 550FY07 DHS Appropriations Section 550

P.L. 109P.L. 109--295295

–– High Risk Chemical FacilitiesHigh Risk Chemical Facilities

–– Security Vulnerability Assessment (SVA)Security Vulnerability Assessment (SVA)

–– Site Security Plan (SSP)Site Security Plan (SSP)

–– Risk Based Performance Standards (RBPS)Risk Based Performance Standards (RBPS)
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Purpose & Scope:Purpose & Scope:

Effective DatesEffective Dates

�� Interim Final Rule, April 9, 2007Interim Final Rule, April 9, 2007
72 72 Fed RegFed Reg 1768817688

�� Interim Final Rule Effective, June 8, Interim Final Rule Effective, June 8, 
2007 2007 

�� Appendix A Chemicals of Interest (COI) Appendix A Chemicals of Interest (COI) 
List:List:
–– Proposed Proposed –– April 9, 2007April 9, 2007

–– Final Final –– October 2007 (?)October 2007 (?)

–– Action Action –– 60 days after promulgation60 days after promulgation
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Purpose & Scope:Purpose & Scope:

High Risk Chemical FacilitiesHigh Risk Chemical Facilities

�� Possess Possess Chemicals of InterestChemicals of Interest –– manufacture, use, manufacture, use, 
store or distributestore or distribute
–– Chemical manufacturersChemical manufacturers

–– Petroleum refineriesPetroleum refineries

–– LNG peak shaving facilitiesLNG peak shaving facilities

�� At or above the At or above the Screening Threshold QuantityScreening Threshold Quantity
(STQ)(STQ)

�� Serious Serious ConsequencesConsequences from Successful Attack:from Successful Attack:
–– Human Health & SafetyHuman Health & Safety

–– Government Mission in Time of EmergencyGovernment Mission in Time of Emergency

–– National or Regional EconomyNational or Regional Economy
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Purpose & Scope:Purpose & Scope:

High Risk Chemical Facilities (cont.)High Risk Chemical Facilities (cont.)

�� High Risk Chemical Facilities High Risk Chemical Facilities ---- ExemptionsExemptions
–– MTSA facilities*MTSA facilities*

–– Public Drinking Water Systems*Public Drinking Water Systems*

–– Waste Water Treatment Facilities*Waste Water Treatment Facilities*

–– DOE & DOD facilitiesDOE & DOD facilities

–– NRCNRC--regulated facilities*regulated facilities*

�� * Parsed Facilities* Parsed Facilities
–– Portion of facility subject to MTSAPortion of facility subject to MTSA

–– OnOn--site water treatment facilitysite water treatment facility

–– Small radioactive sourcesSmall radioactive sources
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Elements & Process:Elements & Process:

Process FlowProcess Flow
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Elements & Process:Elements & Process:

Chemicals of InterestChemicals of Interest

�� Over 300 chemicals on draft Appendix AOver 300 chemicals on draft Appendix A

�� 3 Human Health Security Issues:3 Human Health Security Issues:

–– ReleaseRelease:  Toxics, Flammables, Explosives:  Toxics, Flammables, Explosives

–– Theft/DiversionTheft/Diversion:  :  
�� Chemical Weapons/PrecursorsChemical Weapons/Precursors

�� Weapons of Mass Effect (WME) Weapons of Mass Effect (WME) –– PIH GassesPIH Gasses

�� Explosives/IED PrecursorsExplosives/IED Precursors

–– Sabotage/ContaminationSabotage/Contamination: Water Reactive : Water Reactive ⇒⇒ PIH GasPIH Gas

�� Final:Final:

–– Chemicals of Concern with Chemicals of Concern with STQ’sSTQ’s

–– Response to Public CommentsResponse to Public Comments
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Elements & Process:Elements & Process:

RiskRisk--Based Performance StandardsBased Performance Standards

1.1. Restricted Area PerimeterRestricted Area Perimeter

2.2. Securing Site AssetsSecuring Site Assets

3.3. Screening and Access Screening and Access 
ControlsControls

4.4. Deter, Detect, and DelayDeter, Detect, and Delay

5.5. Shipping, Receipt, and Shipping, Receipt, and 
StorageStorage

6.6. Theft and DiversionTheft and Diversion

7.7. SabotageSabotage

8.8. CyberCyber

9.9. ResponseResponse

10.10. MonitoringMonitoring

11.11. Training Training 

12.12. Personnel SuretyPersonnel Surety

13.13. Elevated ThreatsElevated Threats

14.14. Specific Threats, Specific Threats, 
Vulnerabilities, or RisksVulnerabilities, or Risks

15.15. Security IncidentsSecurity Incidents

16.16. Suspicious ActivitiesSuspicious Activities

17.17. Officials and OrganizationsOfficials and Organizations

18.18. RecordsRecords

19.19. Others as determined by Others as determined by 
DHSDHS
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Elements & Process:Elements & Process:

ChemicalChemical--terrorism Vulnerability terrorism Vulnerability 

Information (CVI)Information (CVI)

�� Must be CVI Trained to handle CVI materialMust be CVI Trained to handle CVI material

–– Private sector:  generate, review, submit, managePrivate sector:  generate, review, submit, manage

–– Public sector:  receive, use, managePublic sector:  receive, use, manage

�� OnOn--line training line training www.dhs.gov/chemicalsecuritywww.dhs.gov/chemicalsecurity

�� Receive CVI Certificate & Unique NumberReceive CVI Certificate & Unique Number

�� CVI Authorized CVI Authorized ≠≠ Need to KnowNeed to Know

�� CVI in enforcement proceedings treated as CVI in enforcement proceedings treated as 

classifiedclassified
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Chemical Security Assessment Tools:  Chemical Security Assessment Tools:  

ProcessProcess
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CSAT CSAT –– TopTop--ScreenScreen

�� Preliminary Preliminary facilityfacility tier based on potential tier based on potential 

consequenceconsequence

–– Human Health & SafetyHuman Health & Safety

–– Government MissionGovernment Mission

–– Economic CriticalityEconomic Criticality

�� Post TopPost Top--Screen Letter (CVI)Screen Letter (CVI)

–– Specific chemicals and security issues for SVASpecific chemicals and security issues for SVA

–– Based on human health & safetyBased on human health & safety

–– Subsequent notification for Mission or Economic Subsequent notification for Mission or Economic 

criticalitycriticality
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CSAT CSAT –– SVA SVA 

�� ElementsElements

–– Asset CharacterizationAsset Characterization:  assets associated with chemicals :  assets associated with chemicals 

identified in the post Topidentified in the post Top--Screen letterScreen letter

–– Threat CharacterizationThreat Characterization:  CSAT prescribed scenarios:  CSAT prescribed scenarios

–– Consequence AnalysisConsequence Analysis:  potential consequence of scenarios :  potential consequence of scenarios 

against assetsagainst assets

–– Vulnerability Analysis:Vulnerability Analysis: security measures in placesecurity measures in place

–– Countermeasures AnalysisCountermeasures Analysis: strategies to reduce the : strategies to reduce the 

probability of a successful attackprobability of a successful attack

�� Physical & cyber vulnerabilitiesPhysical & cyber vulnerabilities
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CSAT CSAT –– SVA SVA 

�� Specific assets and security issuesSpecific assets and security issues

�� Explicit attack scenarios providedExplicit attack scenarios provided

–– VBIEDVBIED

–– MaritimeMaritime

–– AircraftAircraft

–– Theft (Insider/Outsider)Theft (Insider/Outsider)

–– Sabotage (Insider/Outsider)Sabotage (Insider/Outsider)

–– Assault TeamAssault Team

–– CyberCyber
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CSAT CSAT –– SVA SVA 

OutputOutput

�� Post SVA Letter (CVI):Post SVA Letter (CVI):

–– Final facility tierFinal facility tier

–– Tier for each asset of interestTier for each asset of interest

–– Next steps and deadlines for the facilityNext steps and deadlines for the facility

�� Applicable RBPS based on asset tiers and Applicable RBPS based on asset tiers and 

security issuessecurity issues
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CSAT CSAT –– Site Security Plan (SSP)Site Security Plan (SSP)

�� Security measures in place or planned to Security measures in place or planned to 

achieve the applicable RBPSachieve the applicable RBPS

�� All critical assets & security issue in the postAll critical assets & security issue in the post--

SVA letter must be addressed in the SSPSVA letter must be addressed in the SSP

�� DHS onDHS on--site validationsite validation

�� Facilities may submit ASP for considerationFacilities may submit ASP for consideration
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Summary Summary 

�� Chemical security challenge Chemical security challenge –– dangerous but dangerous but 

criticalcritical

�� Partnership between government & asset Partnership between government & asset 

owners owners –– in a regulatory constructin a regulatory construct

�� RiskRisk--based based –– ConsequenceConsequence--drivendriven

�� Adaptable Adaptable –– regulatory regulatory 
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Further InformationFurther Information

�� Resources: Resources: www.dhs.gov/chemicalsecuritywww.dhs.gov/chemicalsecurity

�� Including:Including:

–– General CFATS InformationGeneral CFATS Information

–– User Registration & Registration InstructionsUser Registration & Registration Instructions

–– TopTop--Screen Questions and User ManualScreen Questions and User Manual

–– CSAT FAQ’sCSAT FAQ’s

–– General CVI InformationGeneral CVI Information

–– CVI OnCVI On--Line TrainingLine Training
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Thank YouThank You

Questions?Questions?

Dorothy KelloggDorothy Kellogg

dkellogg@acutechdkellogg@acutech--conslting.comconslting.com

703703--399399--74527452


