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The Human Role in Risk Assessment 

and Control

• Limitations of risk assessment

(acute risk assessment for major accident control in the 

process industries)

• Insights from other fields

• The human role in risk assessment

– As part of the system under study

– In conducting the study

• Defences
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Rationale

• Many of the incidents used to sensitize site 
operators about process safety “would not 
count” in a classical risk assessment, e.g. for 
land use planning

• It used to be that only fatalities counted, though 
irreversible harm is now also being considered

• Even so, the fatalities and/or harm may still not 
count, depending on the scenario

• The likelihood of serious events may be 
understated
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Some limitations in conventional risk assessment: 

consequences

• “Unexpected” reaction and environmental effects, e.g. Seveso, 
Avonmouth

• Building explosion on site, e.g. Kinston, Danvers
• Building explosion offsite, e.g. Texarkana
• Sewer explosion, e.g. Guadalajara
• “Unexpected” vapour cloud explosion, e.g. Buncefield
• “Unexpected” effects of substances involved, e.g. Tigbao
• Projectiles, e.g. Tyendinaga, Kaltech
• Concentration of blast, toxics due to surface features
• “Unexpected” level of protection or behaviour of those in the affected 

zone, e.g. Spanish campsite, Piedras Negras
• Psychological harm (and related physical harm), e.g. 2EH example



5

Some limitations in conventional risk assessment: 

frequency

• Variability in failure rate due to:

– Latent errors in design:

• Equipment (Buncefield)

• Systems (Tornado)

• Procedures (Herald of Free Enterprise)

– Execution errors due to normalization of deviance

Indicators such as:

• Safety culture (Challenger, BP, EPA)

• Debt (Kleindorfer)

• MBAs among the company’s top managers? (Pfeffer)

• How realistic are generic failure rate data? (e.g. COVO)

• How subject are frequency assumptions to the desire to 

produce an acceptable result?
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Observations

• Actual risk is likely to be significantly greater than 
assessed risk

• This is due partly to technical limitations of the study, but 
also to human aspects of the risk assessment process 
itself

• This phenomenon has been noted from experience in 
other fields

• Perhaps easiest to observe in finance, where there is 
less tendency to focus on the specific technical aspects 
of a single failure (as typically happens in the process 
industries)
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Insights from other fields

• Military strategy

– Iraq

• Aerospace

– Challenger, Columbia

• Finance and economics

– Barings, Long Term Capital Management, 

Enron, Goldman Sachs, etc., etc.
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About those frequencies

ENRON: Lessons from 

“The Smartest Guys in the Room”
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About those frequencies

• Goldman Sachs admitted that its funds had been 

hit by moves that its models suggested were 25 

standard deviations away from normal. In terms 

of probability this translates into a likelihood of 6 

x 10-138 

That is silly

The Economist, August 18, 2007
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About those frequencies

• One of the most misunderstood aspects of a Gaussian is 
its fragility and vulnerability in the estimation of tail 

events. A small measurement error of the sigma will lead 

to a massive underestimation of the probability

• Recent views question the validity of Gaussian 

distribution (the bell curve) for rare events, suggesting 
that the curve is actually flatter and more gently sloping 

than a Gaussian would suggest 

Taleb, “The Black Swan”

Taleb, Turcotte
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The human role in risk assessment

• As part of the system under study

– Humans are not “black boxes”, interchangeable 

and behaving reproducibly until failure; theories and 

models based on those theories allow no role for 
human intention or choice

– Human failure modes and effects analysis 

• Individual and group behaviour

• Operator and manager/executive level 
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The human role in risk assessment

• In conducting the study
– Even where a competent risk assessor is acting in 

good faith:
• budget or time constraints may push to deliver results based 

on techniques or data not really up to the task – for example, 
– using information from earlier studies by others rather than 

checking to verify that it is indeed valid, 

– limiting the range of scenarios under study 

– discounting the likelihood that a system will not work exactly as 
intended. 

– There are never enough resources to study 
everything, so judgment is used to narrow the field to 
manageable proportions. 

– This is why risk assessment is still as much an art as 
a science, despite the apparent rigour at first sight. 
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Possible Cognitive Biases

in Risk Assessment

• Decision-making and behavioral biases 

• Biases in probability and belief 

• Social biases 

• Memory errors 

This list and the partial lists which follow are from Wikipedia
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Decision-making and behavioral biases
(partial list)

• Bandwagon effect — the tendency to do (or believe) things because many other people do (or believe) 
the same. 

• Base rate fallacy
• Bias blind spot — the tendency not to compensate for one's own cognitive biases. 
• Confirmation bias — the tendency to search for or interpret information in a way that confirms one's 

preconceptions. 
• Déformation professionnelle — the tendency to look at things according to the conventions of one's own 

profession, forgetting any broader point of view. 
• Focusing effect — prediction bias occurring when people place too much importance on one aspect of 

an event; causes error in accurately predicting the utility of a future outcome. 
• Framing — by using a too narrow approach or description of the situation or issue. 
• Hyperbolic discounting — the tendency for people to have a stronger preference for more immediate 

payoffs relative to later payoffs, the closer to the present both payoffs are. 
• Irrational escalation — the tendency to make irrational decisions based upon rational decisions in the 

past or to justify actions already taken. 
• Need for closure — the need to reach a veredict in important matters; to have an answer and to escape 

the feeling of doubt and uncertainty. The personal context (time or social pressure) might increase this 
bias.

• Omission bias — The tendency to judge harmful actions as worse, or less moral, than equally harmful 
omissions (inactions). 

• Outcome bias — the tendency to judge a decision by its eventual outcome instead of based on the 
quality of the decision at the time it was made. 

• Pseudocertainty effect — the tendency to make risk-averse choices if the expected outcome is positive, 
but make risk-seeking choices to avoid negative outcomes. 

• Zero-risk bias — preference for reducing a small risk to zero over a greater reduction in a larger risk. 
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Biases in probability and belief
(partial list)

• Ambiguity effect — the avoidance of options for which missing information makes the probability seem 
"unknown". 

• Anchoring — the tendency to rely too heavily, or "anchor," on a past reference or on one trait or piece 
of information when making decisions. 

• Attentional bias — neglect of relevant data when making judgments of a correlation or association. 
• Clustering illusion — the tendency to see patterns where actually none exist. 
• Conjunction fallacy — the tendency to assume that specific conditions are more probable than general 

ones. 
• Gambler's fallacy — the tendency to assume that individual random events are influenced by previous 

random events. For example, "I've flipped heads with this coin five times consecutively, so the chance 
of tails coming out on the sixth flip is much greater than heads." 

• Hindsight bias — sometimes called the "I-knew-it-all-along" effect, the inclination to see past events as 
being predictable. 

• Ludic fallacy — the analysis of chance related problems with the narrow frame of games. Ignoring the 
complexity of reality, and the non-gaussian distribution of many things. 

• Observer-expectancy effect — when a researcher expects a given result and therefore unconsciously 
manipulates an experiment or misinterprets data in order to find it (see also subject-expectancy effect). 

• Overconfidence effect — the tendency to overestimate one's own abilities. 
• Positive outcome bias — a tendency in prediction to overestimate the probability of good things 

happening to them (see also wishful thinking, optimism bias and valence effect). 
• Recency effect — the tendency to weigh recent events more than earlier events (see also peak-end 

rule). 
• Regression toward the mean disregarded — the tendency to expect extreme performance to continue. 
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Social biases 
(partial list)

• Dunning-Kruger effect — "...when people are incompetent in the 
strategies they adopt to achieve success and satisfaction, they 
suffer a dual burden: Not only do they reach erroneous conclusions 
and make unfortunate choices, but their incompetence robs them of 
the ability to realize it. Instead, ...they are left with the mistaken 
impression that they are doing just fine."[5](see also Lake Wobegon 
effect, and overconfidence effect). 

• Fundamental attribution error — the tendency for people to over-
emphasize personality-based explanations for behaviors observed 
in others while under-emphasizing the role and power of situational 
influences on the same behavior (see also actor-observer bias, 
group attribution error, positivity effect, and negativity effect). 

• Herd instinct Common tendency to adopt the opinions and follow the 
behaviors of the majority to feel safer and to avoid conflict. 
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False precision and reckless approximation

• An actuary and a farmer are looking at two fields 
of sheep. The farmer asks the actuary how 
many sheep he thinks there are: 

“1,007”, is the quick and confident reply. 

The astounded farmer asks how the actuary 
reached that number. 

“Easy, there are seven sheep in that field and 
about 1,000 in the other.”

The Economist
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It’s not just a question of more information

• More information does not necessarily 
lead to better decisions – although the 
confidence level rises, the accuracy of 
prediction may well be worse!

Mauboussin, citing handicapping study 
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Overconfidence in risk assessment

• now a recognized characteristic in the 
financial and economic field, and has 
become a specialized subject of academic 
study in its own right
(e.g. Kruger)

• not yet appreciated by the process 
industries
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Defences for managing risk

• Be cautious when risk assessments are used for purposes beyond the 
scope for which they were done (e.g. using land use RAs when 
designing the risk control system

• Understand the assumptions in the risk assessment and periodically 
challenge them for validity

• Audit, to make sure that actual performance corresponds to reported 
performance (but watch for “the Andersen syndrome” – the audit 
process is also susceptible to normative pressures for improved 
financial performance)

• Trust, but verify!” and know what questions to ask – and how to ask 
them – to avoid getting misleading information 

• “Management by walking around”: cross-check by personal queries at 
various levels in the organization to see how policies are actually 
working in practice

• Learn from the experience of others
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Conclusion
• Risk assessment is a valuable tool for land use planning, 

and for understanding the main contributing factors to 
risk so that they can be reduced and/or controlled

• Risk assessment for land use planning may well 
understate the risks that should be considered in risk 
control, due to:
– Limitations and exclusions in the methodology
– Assumptions re reliability of human behaviour and its effects on 

frequency

• The risk assessment process itself is likely to be subject 
to human failure modes and effects similar to those 
noted in more widely studied sectors such as finance, 
etc.
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Questions?


